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- SmmPack: Obfuscation for SMM Modules with TPM Sealed Key [DIMVA 2024]

You've Already Been Hacked: What if There Is a Backdoor in Your UEFI OROM? [BHUSA 2024]
Shade BIOS: Unleashing the Full Stealth of UEFI Malware [BHUSA 2025]
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https://x.com/infpctechstack
https://dl.acm.org/doi/10.1007/978-3-031-64171-8_23
https://dl.acm.org/doi/10.1007/978-3-031-64171-8_23
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BIiZ: UEFI %2115« 101

« PCOOT—kr,

bootROM

e bootROM (& CPU D HI(ZHB
« SPI 75wl aldvyRIZHB|

//
— -
- Y .
e A - -
-
§§“A
— 209
[ —

TSNS/ 1T DIEHNGEFR

SPIDO5wy o

- up2.bin

File Action Help

Name

vIntel image
Descriptor region

VBIOS region
Pdddlﬂg

CE578-8A3D-4F1C-9935
Padding
8CBCES78-8A3D-4F1C-
8C8CE578-8A3D-4F1C-
V9OE21FDS3-9C72-4C15-
vcompressed section
vVolume image section
8CE578-8A3D-4F1C-9935-
FC51@EE7-FFDC-11D4-EDA1

-B@CA-4CC9-8599-5415BADF1923
AB7ED12E-1D78-4635-AB87-23F@0A911ECT

D6A2CB7F-6A18-4E2F-BA3B-9920A7337
53BCC14F-C24F-434C-B294-8ED2DACC1
9B68OFCE-ADGB-4F3A- B-F59895003443

CO2RAERA _SAER _AFESQ _QLAL _ARTANDICT ARG

Action

SPI75wi/ Ak

Type
Image
Region
Region
Padding
Volume
Volume
Padding
Volume
Volume
File
Section
Section
Volume
File
File
File
File
File
File
File

Eila

Subtype
Intel
Descriptor
BIOS
Non-empty
FFSv2

FFSv2
Non-empty
FF5v2

FFSv2

volume image
Compressed
volume image
FFSv2
Freeform

DXE driver

DXE apriori file
AaeonUartOverride
DXE driver AaeonUartOverridePrs
DXE driver RomLayoutDxe

DXE core DxeCore

DXE driver DataHubDxe

DXE driver DevicePathDxe

NYE driuar Enalichhwva



BIiZ: UEFI %2115« 101

* PC DT —hH, RITSNLH/\AF) DI&HAEFR

bootROM SPID7Zvva
 ESP (Efi System Partition): 7—krHA—4% —(bootmgfw.efi) WEHNNBTAAIED/N\—TFT 423>

- DERE O B EE#E: Windows PowerShell X + v

|--[C:\]--% mountvol E: /S
|--[C:\]--$ 1s E:\EFI

; LEMEE .

- (TAAZ 0 /\=T1¥3. Y27 . 260 MB 260 MB Directory: E:\EFI
- (FART 0 /¢~F1Ya. VYT . 130GB 1.30 GB
== Windows (C:) 227 7Y  ( - 47536 GB 21.55GB 7 Mode LastWriteTime Length Name
=7cro I | e ZoE o B I Microsoft
e \ d————- 2024/01/05 11:02 Boot
N—r44 Nindows (C:)

4T6-92_ GB 260 MB $75.36 GB NTFS (Bi 1.30 GB

A221Y IER EFI YATL I -T4¥ [ER (J-K X=Y T71), =299 T8 1-F1Y3. IEﬁEEHEN—?'|——[C°\]——$ 1s E:\EFI\Microsoft\Boot\bootmgfw.efi

Directory: E:\EFI\Microsoft\Boot

J—ha—4—

Mode LastWriteTime Length Name

-a———- 2026/06/16 10:20 3055616 bootmgfw.efi

ESP




BIiZ: UEFI %2115« 101

ECIZCUEFI VIO EREDRH AN TZREICKANTES
. ESPRLHY
. J—bkO—% — (bootmgfw.efl) ZEEHLZ 5
. SPIDSw ok ®Y
. YIrOI7#HA (PCle ® MMIO) HAWLEMEK (ROMZA 34— E) [CESFIAD

BIEDXEE 1 ANTFSE 1~ P

amw:DXETh\bOSJ— N T—>ECIVILTOE, =L RS N—%XEUCANS
KELLI:DXEIPHS0ST — NFT— > IWILTOE, STV REH—FILXEICANS
bootmgfw.efiEIDH%EA 9T, F177— NHVCIZE) A )SALTH—FIL RSN % T
#0 Linux IR T grubx64.efi #BSHRA D

In-the-wild @ UEFI TJ/LYT7—%&




BEE

IR D PC L. BIOS DBBEISEDESIZSELNTWNAMIERET S

de B2
° B

o« T—hrXybGED ISPI 759 a~DRBEEFEH] XTI 7 FCHULENEL
« Lojax B XD KI5/ \—Foxz7Av I DA iE+° SpeedRacer D KI7%EMEEE M EED/8-2TLVDS
o FHRE:SPI 77wl ald OS EBEEDEEIAAMN SPI AV bO—5—(CXYOy SN BIEE TLAEIRTE4L

« HAEAE

- BERYEIFoNT=SPI I5va~DEEFED, IRKD PC TFON TSN EERIZHREET S
s BEETIV.YMETIOELRA/BIOS REEEHZ AIEL KRB EZXEET S

0Oh Lock Enable (LE): When set, setting the WP bit will cause SMI. When cleared,
1 , sprtu:lsirrhe WP bit will not cause SMI. Once set, this bit can only be cleared by a
RW/L PLTRST#. When this bit is set, EISS - bit (5) of this register is locked down.

Write Protect Disable (WPD): When set, access to the BIOS space is enabled for
Oh both read and write cycles to BIOS. When cleared, only read cycles are permitted to
RW the FWH or SPI flash. When this bit is written from a 0 to a 1 and the LE bit is also
set, an SMI# is generated. This ensures that only SMM code can update BIOS.

Intel® 500 Series Chipset Family On-Package Platform Controller Hub - Datasheet Volume 2
(2 Enhanced SPI Interface > 2.1.4 BIOS Control)



BT Ot X

ITD /—FPC [4 ISP (In-System Programming) AMEZ7ELY,
(% BEZBLSPI 7TV aDERENMED T /INA RAEHE BT, ROMIAE2—ME T /N AELEEILTLES,
E&Lﬁiﬂv‘-“/ \AAMWB SPI 759 a~DBIEETFHT D)

“yLVotLvJoicd < B
t84,

iAa

 EC57

i e




©® UEFITool NE alpha 67 (Jun 20 2023) - * =~ piDump.bin
Eile Action View Help

Structure

Name
UEFI image

Parser FI1 Security Search Builder

BT Ot X

IEDEDARRARIT PC M SPI 75y ald, ShliES{ESsnTSH21E0

Action

Type Subtype
Image UEFI

FfsParser::parse: not a single Volume Top File is found, the image may be corrupted

+ ED R XMEIT PC (vPro & &)

Structure

Name

»

-

Descriptor region
GbE region

ME region

Padding

Padding
» AmiNvramMainRomAreaGuid
» AmiNvramMainRomAreaGuid

Padding
» AF1C52D3-D824-4AD2A-A2F@-EC4BC23C5916
» B7A3CAAA-4E10-44A5-8C2C-D2F38D5B8083
» 3DAAF21C-189D-46A3-98CQ-AF814EEFO1B0O
» EfiFirmwareFileSystem2Guid
¥ 52F1AFB6-78A6-448F-8274-F370549AC5D0

FspHeaderFileGuid

» FspSecCoreM

» PeiCore

» PcdPeim

EDRZXAL»4LPC @ BIOS |

Action Type Subtype Text
- Intel dmage ~ Imge  Intel
Region Descriptor
Region GbE
Region ME
Padding Empty (©xFF)
Padding Non-empty
Volume FFSv2
Volume FFSv2
Padding Non-empty
Volume FFSv2
Volume FFSv2
Volume FFSv2
Volume FFSv2
Volume FFSv2
File Raw
File SEC core
File PEI core PeiCore
File PEI module PcdPeim
File PEI module ResetSystemPel

» ResetSystemPei
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Belbcnt= SPI Oovwiald, 7O RRAENGYER IZH>THIER
(@75 va Lkt BIOS fElgZ ENSFRATAEYIZA—KRT 5D THEEZLEANYIZES)

B BERS (B D AN T —FLTHDERIEED) L
HtEh: SPI 75va EDF7RLR

Saleae A7+
-

i =
wea s &T 4 »
a5t st

VI, i o

-
4] 5000 10000 15000 20000 25000 30000 40000 45000 50000 40000 75000 80000
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—EBRDIFEEAEDHEIZH VT, OS LH 5 BIOS ADREE(IZFEHLN T =FiE
RA)—=ThERTIFICTNNAADEREEFERT =HIZFEITT 5 BootScript IZ SPI 75w 2 [TREY
50—RZEEC (R)—=THh5ERFPIESPI 759 2DV I M ERINTNSDT)

5F#fll: BootScript T OpCode=0x08/09 Z{ES>&LIEELI=7FLADEEI—FZEITSELND

// e o e ok e e e e s ok ok ok e e sk ke ke ok e ode e sl sk ok ok ok e ke ke e ol ok ol o ok sl ke ok sk ok ok ke ke

// EFI Boot Script Opcode definitions

_————————————— === // Rk ERERERR R KRR R R Rk Rk kR Rk kR kR kR R Rk kR Rk Rk k%
/| typedef struct {  _|__----
S e #define EFI_BOOT_SCRIPT_IO_WRITE_OPCODE ox00
, UINT16 OpCode; - - .
EFI BOOT SCRIPT TABLE HEADER / #define EFI_BOOT_SCRIPT_IO_READ_WRITE_OPCODE exe1
=l LA AL AN U U A UL AL A U / .
,/ UINT8 Length; #define EFI_BOOT_SCRIPT_MEM_WRITE_OPCODE ox92
)/ } EFI_BOOT_SCRIPT_ GENERIC HEADER; #define EFI_BOOT_SCRIPT_MEM_READ_WRITE_OPCODE oxe3
/
/ i #define EFI_BOOT_SCRIPT_PCI_CONFIG_WRITE_OPCODE oxe4
7/ -
EFI BOOT SCRIPT GENERIC HEADER d ,/" typedef struct { #define EFI_BOOT_SCRIPT_PCI_CONFIG_READ_WRITE_OPCODE exe5
-_ =~ = - = - s = d ”
> UINT16 OpCode; #define EFI_BOOT_SCRIPT_SMBUS_EXECUTE_OPCODE ox06

UINTS Length; #define EFI_BOOT_SCRIPT_STALL_OPCODE exe7

EFI_PHYSICAL_ADDRESS EntryPoint; #define |[EFI_BOOT_SCRIPT_DISPATCH_OPCODE oxes

} EFI_BOOT_SCRIPT DISPATCH; #define |EFI_BOOT_SCRIPT_DISPATCH_2_ OPCODE exe9

#define EFI_BOOT_SCRIPT_INFORMATION_OPCODE exeA

typedef struct { #define EFI_BOOT_SCRIPT_PCI_CONFIG2_WRITE_OPCODE exeB

UINT16 OpCode; #define EFI_BOOT_SCRIPT_PCI_CONFIG2_READ_WRITE_OPCODE ©x@C

BootScript DF—AH UINTS L #define EFI_BOOT_SCRIPT_IO_POLL_OPCODE oxeD
EFI_PHYSICAL ADDRESS EntryPoint; #define EFI_BOOT_SCRIPT_MEM_POLL_OPCODE exeE

#define EFI_BOOT_SCRIPT_PCI_CONFIG_POLL_OPCODE exeF

EFI_PHYSICAL_ADDRESS Context;
N #define EFI_BOOT_SCRIPT_PCI_CONFIG2_POLL_OPCODE ex1e

: \| } EFI_BOOT_SCRIPT_DISPATCH_2;
S3 BOOtSCI'lpt } EFI_BOOT_ - - https://github.com/tianocore/edk2/blob/master/MdePkg/Include/Pi/PiS3BootScript.h



https://github.com/tianocore/edk2/blob/master/MdePkg/Include/Pi/PiS3BootScript.h
https://github.com/tianocore/edk2/blob/master/MdeModulePkg/Library/PiDxeS3BootScriptLib/BootScriptInternalFormat.h#L25-L31
https://github.com/tianocore/edk2/blob/master/MdeModulePkg/Library/PiDxeS3BootScriptLib/BootScriptInternalFormat.h#L19-L22
https://github.com/tianocore/edk2/blob/master/MdeModulePkg/Library/PiDxeS3BootScriptLib/BootScriptInternalFormat.h#L19-L22

OS ¥ ENZ D BootScript ~NDEZIAA T I T L8
BootScript [& SMRAM [ZfRTFE4L. BootScript Z##RE&E9 6 SMI /\+5—IE SMRAM Oy &R EFIC

=i ——
3 A
254 et
255 Dispatch function for a Software SMI handler.
270 EFI_STATUS PE———
271 EFIAPI 46  _ SmmLockBoxSave (
272 v SmmLockBoxHandler ( 47-° IN EFI_SMM_LOCK_BOX_ PARAMETER SAVE *LockBoxParameterSave
273 IN EFI_HANDLE DispatchHandle, el s )
274 IN CONST VOID *Context OPTIONAL, il 42 {
I 50 EFI_STATUS Status;
275 IN OUT VOID *CommBuffer OPTIONAL, e
e 51 EFI_SMM_LOCK_BOX_PARAMETER_SAVE TempLockBoxParameterSave;
276 IN OUT UINTN *CommBufferSize OPTIONAL I 5o
277 ) 53 /!
314 switch (LockBoxParameterHeader->Command) { -~ 54 // Sanity check SMRAM 75§|:| \ybé;hj'—-% True
315 case EFI_SMM_LOCK_BOX_COMMAND_SAVE: . 55 {/ T Iz AS O— LT
316 if (TempCommBufferSize < sizeof LEFI_SMM_LOCK_BOX_PARAMETER_SAVE)) {| 56 if (mLocKed) {
317 DEBUG ( (DEBUG_ERROR, "SmmlGckBox Command Buffer Size for SAVE inva| 57 DEBUG ((DEBUG_ERROR, "SmmLockBox Locked!\n™));
) Lo 58 LockBoxParameterSave->Header .ReturnStatus = (UINT64)EFI_ACCESS_ DENIED;
318 break; -
319 } /, 59 return;
o 60 }
320 -7
-7 https://github.com/tianocore/edk2/blob/master/MdeModulePkg/Universal/Lo
321 SmmLockBoxSave ((EFI_SMM_LOCK_BOX_PARAMETER_SAVE *)(UINTN)LockBoxParameterHeader); kBox/SmmLockBox/SmmLockBox.c


https://github.com/tianocore/edk2/blob/master/MdeModulePkg/Universal/LockBox/SmmLockBox/SmmLockBox.c
https://github.com/tianocore/edk2/blob/master/MdeModulePkg/Universal/LockBox/SmmLockBox/SmmLockBox.c

254
255

270
271
272
273
274
275
276
277
314
315
316
317
318
319
320
321

OS FEE D BootScript ~NDEZFIAATEE I T HH4E

BootScript [ SMRAM [Z{RfF 4. BootScript Z#m%k 9 % SMI /\F5—[& SMRAM Av%9 &R EFIC

c:ii 30y | )

/**

Dispatch function for a Software SMT handler.

Vv SmmLockBoxHandler (

. LRAERENTLH?

IN EFI_HANDLE DispatchHandle, ,,"
IN CONST VOID *Context OPTIONAL, /,",

IN OUT VOID *CommBuffer OPTIONAL, /,”/

IN OUT UINTN *CommBufferSize OPTIONAL /,”/

) e

e

switch (LockBoxParameterHeader->Command) { ok
case EFI_SMM_LOCK_BOX_COMMAND_SAVE: .-~

if (TempCommBufferSize < sizeoﬁ,6EEi_SMM_LOCK_BOX_PARAMETER_SAVE)) {

DEBUG ( (DEBUG_ERROR, "SmdeEkBox Command Buffer Size for SAVE inva

48
49
50
51
52
53
54
55
56
57

{

. _:  *LockBoxParameterSave

EFI_STATUS Status;
EFI_SMM_LOCK_BOX_PARAMETER_SAVE TempLockBoxParameterSave;

/!
// sanity check  SMRAM HMAvYENT=5 True
7 T 2 ARS O—INIVER

if (mLocEéaa {
DEBUG ((DEBUG_ERROR, "SmmLockBox Locked!\n"));

break: P 58 LockBoxParameterSave->Header.ReturnStatus = (UINT64)EFI_ACCESS_DENIED;
2 P
} R 59 return;
s 60 }
- https://github.com/tianocore/edk2/blob/master/MdeModulePkg/Universal/Lo
* .
SmmLockBoxSave ((EFI_SMM_LOCK_BOX_ PARAMETER_SAVE *)(UINTN)LockBoxParameterHeader); kBox/SmmLockBox/SmmI.ockBox.c


https://github.com/tianocore/edk2/blob/master/MdeModulePkg/Universal/LockBox/SmmLockBox/SmmLockBox.c
https://github.com/tianocore/edk2/blob/master/MdeModulePkg/Universal/LockBox/SmmLockBox/SmmLockBox.c

;_if 1
,100000000010000004300ooooooooooooas -
- |14] opcode=0000 k-
-ooooooooo1oooooo4ooooooooooooooooo :

F%aooooom 00 00 00 E8 00 01 CO 00 00 00 00 00 80 QO Q@
~ OxFF found st offset 0x902

- STALL BootScript entry added at 0x6956F91A (3F0BCRQT

~ |SaveBoptSer ipt

| SaveLockBox stetus (Access Denied)

| updateBootscr ipt

- |updateLockBox status (Access Denied)

~ FS0:\> mem FEDCS9A0 4
‘Memory Address 00000000FEDCSSA0 4 Bytes
'FEDCS9A0: 68 B1 DD 00

*h. .ok

RestoreLockBox T BootScript #in{E (X TE5

SaveLockBox/UpdateLockBox T BootScript Z#EZAH SN,
“Access Denied” T


https://github.com/tianocore/edk2/blob/master/MdeModulePkg/Library/SmmLockBoxLib/SmmLockBoxDxeLib.c#L413

1 >>> BootScriptfpp Entry

| GetBootScript entry

| RestorelockBox (Buffer Too Small) size: Ox6000

~+ RestorelockBox (Success) size: 0x6000, sig: OxAA
 GetBootScript end

¢ ParseBootScript

Table Header: AR 60 6D 61 00 09 69 66 060 CS5 D7 C5 D?

+ [0] opcode=0000 :
00 60 00 60 01 66 66 66 B2 60 60 00 60 60 60 00 DO
m

62 00 00 60 62 60 66 66 30 63 D3 FE 00 060 00 60 41 00 00 94 00 00 00 00
[2]1 opcode=0062

3

62 00 00 60 62 60 60 66 60 63 D3 FE 60 60 060 00 60 60 F1 99 00 00 00 00
[4] opcode=0062

- 62 60 60 60 62 60 60 60 78 62 D3 FE 66 60 60 00 60 00 65 00 00 00 60 00
gwm

- 62 00 60 60 62 60 60 00 70 62 D3 FE 60 60 60 60 00 60 EC 99 00 00 00 00
- [6] opcode=0062

02100 00 00 61 60 60 00 B4 1E 89 FD 60 00 00 60 FO 00 062 00
m

- 02 00 60 00 01 60 60 66 54 27 83 FD 00 00 00 00 FO 00 62 60
§

- M
- 62 00 60 60 61 60 60 60 BO 1E B9 FD 60 60 60 00 61 FF FC 00
- ModifyBootScript

- BxFF found at offset 0x906

- STALL BootScript entry added at 8x59A9891E (3FOBOOOT)

ipt
| SavelockBox status (Access Denied)

UpdateBootScript
bﬂﬁMMWMMM%MM;\\\

iptApp entry end
F30:3> mem FED30300 8
Memory Address GOOOOOOOFED30300 8 Bytes

mmeoeomssaoeeeeee— Sy =
mw

Rl
e
e e

‘ Q&QNQQQQQ%MEN%N%WGW”Q“”N,
opcode=0002

bl e 1 g

- 62 60 66 00 80 1E 89 FD 00 60 66 60 01 60 60 60 60 60 60 60 61 00 60 60 60 00 60 00 68 60 ¢
opcode=0002

»>> BootScriptipp Entry
| GetBootScript entry .
| RestorelockBox (Buffer Too Small) size: 6x6000
| RestorelockBox (Success) size: 0x6000, sig: Oxff

GetBootScript end .
| ParseBootScript B
Table Header: AR 60 6D 61 60 36 65 00 60 00 60 60 60

opcode=0062
62 0 60 60 01 60 06 60 84 1E 89 FD 60 60 60 60 FO 00 62 60
m

62 60 60 60 01 60 60 060 54 27 B8 FD 60 60 60 60 FO 60 02 00

62 90 50 60 BO 1E B9 FD 66 60 60 60 61 60 60 60 00 60 00 60 01 60 60 60 60 68 60 60 60 60 60 60 60 60 60 00
' opcode=0802

LF S

62 96 66 66 61 66 60 66 B0 1E 89 FD 66 66 60 60 61 20 FC 60
L))

62 00 60 00 BO 1E 89 FD 60 60 60 60 61 60 60 60 60 60 60 00 61 60 60 60 60 60 60 60 66 60 60 60 60 6 68 60
5] opcode=0062

62 90 66 90 61 60 66 60 56 27 B8 FD 60 60 60 60 61 20 FC 00

62 96 90 66 30 18 60 60 60 60 60 60 60 20 60 60 FF FF FF FF
m

opcode=0605
62 90 60 60 DC D6 OF 60 60 60 60 00 60 68 00 60 FF FE FF FF
8

62 90 66 66 ©1 60 69 60 FC 60 61 06 60 60 60 60 18 56 CE 61
9] opcode=6662

62 60 60 60 61 60 60 60 EB 60 61 CO 60 60 60 60 60 B0 00 00
Mod i fyBootScr ipt
quﬂatoffntm
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FEH

SPI 75w aMDREITEH LG TLNVS
« WMEBT7HOEXIELSPI 7S5V ADEEIEETEZADHLELY
« —EHRIZIZFHRINTL V= S3 BootScript ME D xR SMM LockBox [IHR0AEEZEINTLNVS

ZTDMOBRGEFELS 2 ERTHAMN. ENDELLY
e BIOS 7Y7T—hDHRE => BEAFzVIRHE/EL BNEIEH =M. FIEBLAEREINTS
« EC (Embedded Controller) ®ZEF (f§l: BHUSA2019 Alex) => EC W7RAMIHE S ZEDLELLEHTS
« DMA =>IOMMU IZ&>Txt%, TEE &M PCERE ITHLRH 2D TED X ERILEE

Future Work
IR PCICEBATAREELTLNS SPLI 75y a~DREEFEIIHHN?
ESP (EFI System Partition) [XFHEIZRE TEAD T, ESP Ao DN ERIREHIXEEIZLH>TETLVS
ESP [C—EFERZELI-E. KYBRWIT Iz —XTCO—KRETTELT9RTOAMIELN?
(S3BootScript &71=X)

L3I HP @ PC [IAGEYHBE DX T4HENEH o> TV HoI1F LY
HP Endpoint Security Controller WV BF YT HHY., TN SPI 759 1 DFEEMERIEL TS

https://ip.ext.hp.com/content/dam/jp-ext-hp-com/ip/ja/ec/business-solution/security/pdf/hp sure start gend.pdf



https://i.blackhat.com/USA-19/Thursday/us-19-Matrosov-Breaking-Through-Another-Side-Bypassing-Firmware-Security-Boundaries-From-Embedded-Controller.pdf
https://jp.ext.hp.com/content/dam/jp-ext-hp-com/jp/ja/ec/business-solution/security/pdf/hp_sure_start_gen4.pdf
https://jp.ext.hp.com/content/dam/jp-ext-hp-com/jp/ja/ec/business-solution/security/pdf/hp_sure_start_gen4.pdf
https://jp.ext.hp.com/content/dam/jp-ext-hp-com/jp/ja/ec/business-solution/security/pdf/hp_sure_start_gen4.pdf
https://jp.ext.hp.com/content/dam/jp-ext-hp-com/jp/ja/ec/business-solution/security/pdf/hp_sure_start_gen4.pdf
https://jp.ext.hp.com/content/dam/jp-ext-hp-com/jp/ja/ec/business-solution/security/pdf/hp_sure_start_gen4.pdf
https://jp.ext.hp.com/content/dam/jp-ext-hp-com/jp/ja/ec/business-solution/security/pdf/hp_sure_start_gen4.pdf
https://jp.ext.hp.com/content/dam/jp-ext-hp-com/jp/ja/ec/business-solution/security/pdf/hp_sure_start_gen4.pdf
https://jp.ext.hp.com/content/dam/jp-ext-hp-com/jp/ja/ec/business-solution/security/pdf/hp_sure_start_gen4.pdf
https://jp.ext.hp.com/content/dam/jp-ext-hp-com/jp/ja/ec/business-solution/security/pdf/hp_sure_start_gen4.pdf
https://jp.ext.hp.com/content/dam/jp-ext-hp-com/jp/ja/ec/business-solution/security/pdf/hp_sure_start_gen4.pdf
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