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 CVE-2025-54502: AMD®OSMM driver
Summary

Incorrect use of LocateProtocol Service by a privileged attacker with local access could potentially result in privilege
escalation from Ring 0 to System Management Mode (SMM) potentially resulting in Arbitrary Code Execution.

CVE Detalils

Refer to Glossary for explanation of terms

CVE CVE Description CVSS Score

CVE-2025-54502 | Incorrect use of boot service | 7.1 (High)

in the AMD Platform CVSS:4.0/AV.L/AC:H/AT:N/PR:H/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N
Configuration Blob (APCB)
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while (test.hasNext()) {
Varnode var = test.next().getOutput();
if (var != null && var.isAddress()) {
String name = null;
switch (var.getHigh().getDataType().getName()) {
case "EFI_SYSTEM_TABLE x":

name = "gST_" + this.nameCount++;
gSTAddresses.add(var.getAddress());
break;

case "EFI_BOOT_SERVICES x":
name = "gBS_" + this.nameCount++;
gBSAddresses.add(var.getAddress());
break;

case "EFI_RUNTIME_SERVICES x":

name = "gRS_" + this.nameCount++;
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switch (pCode.getInput(@).getHigh().getDataType().getName()) {
case ("EFI_SMM_POWER_BUTTON_REGISTER2"):

funcName = "pwrButtonHandler";
fdefName = "EFI_SMM_POWER_BUTTON_REGISTER2";
break;
case ("EFI_SMM_SX_REGISTER2"):
funcName = "sxHandler";
fdefName = "EFI_SMM_SX_REGISTER2";
break;
case ("EFI_SMM_SW_REGISTER2"):
funcName = "swSmiHandler";

root = this.swSmi;
fdefName = "EFI_SMM _SW REGISTER2";
1sSwSmiHandler = true;
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for (PcodeOp pCode : pCodeOps) {
if (pCode.getOpcode() == PcodeOp.COPY) {
Varnode input® = pCode.getInput(9);
Varnode output = pCode.getOutput():
if (input@.isAddress()

&& |(funcParamForwarding.getgBSAddresses().contains(input@.getAddress())
|| funcParamForwarding.getgRSAddresses().contains(input@.getAddress()))
&& output.isRegister()) {
Msg.warn(this, "Potential SMM callout detected at "
+ func.getName() + "(" + func.getEntryPoint().toString() + ")"
+ " : " + inst.getAddress().toString());
calloutAddresses.add(inst.getAddress());
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